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Abstract—Realistic public wireless channels and Quantum Key
Distribution (QKD) systems are amalgamated. Explicitly, we
conceive Network Coding aided Cooperative Quantum Key Dis-
tribution over Free Space Optical (NC-CQKD-FSO) systems for
improving the Bit Error Ratio (BER) and either the key rate or
the reliable operational distance. Our system has provided a 55%
key rate improvement against the state-of-the-art benchmarker.

I. INTRODUCTION AND OVERVIEW

A pair of popular Quantum Key Distribution (QKD) pro-
tocols, namely the BB84 protocol proposed by Bennett and
Bassard in 1984 [1] and the E91 protocol advocated by
Ekert in 1991 [2], have established compelling cryptographic
approaches that are capable of providing perfect security,
despite the rapid advances in computational power. Explicitly,
this is ensured by exploiting the unique characteristics of
quantum physics rather than classic mathematical complexity.
A number of secure QKD protocols [3] have been inspired by
these seminal protocols.

Depending on how the source data is encoded, QKD sys-
tems can be further classified into Continuously Variable (CV-
)QKD [4], [5] and Discrete Variable (DV-)QKD categories [1],
[2], [6]. In the CV-QKD systems, the data is encoded into
continuous variables and conveyed by the amplitude and/or
phase of weakly modulated of light pulses, which may contain
several photons. These pulses are transmitted through quantum
channels, and then are observed at the receiver by either
homodyne or heterodyne detection [7]. By contrast, in the
DV-QKD systems, which are technologically more mature [8]–
[10], the source data values are mapped onto the discrete state
of a single photon, namely the polarization of the photon.
These photons are then transmitted over the quantum channel
and detected at the receiver side by using photon detectors.

As regards to the realisation of QKD based information
security, QKD systems can be constructed either based upon
trustworthy device-dependent elements [11], [12] or upon
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Device-Independent (DI) protocols [13]. The DI-QKD systems
are capable of tolerating imperfections in the transmitter or
receiver implementation without posing any security risks [9],
[10], provided that a high detection efficiency can be achieved,
as evidenced by experimental demonstrations [10], [14]. The
implementation efforts of DV-QDK device-dependent systems
have been focused both on satellite communications [15], [16]
as well as on terrestrial communications [17], [18] and on the
emerging hand-held communication [19], [20] scenarios. Most
contributions assumed having perfect classical communication
and a single source-to-destination transmission link [15]–[20].

In the context of terrestrial communications [17], [18],
the quantum channels of the QKD schemes may be realised
with the aid of employing both Optical Fiber (OF) [9], [21],
[22] and Free Space Optical (FSO) systems [14], [23]–[25].
Although QKD-based OF technology has become mature [9],
[22], the laying of OF is not always economical. Compared
to the OF-based solutions, FSO based systems offer higher
scalability and better cost efficiency while maintaining a
comparable data rate of up to 10 Gbps [26]. As a result,
FSO links are being considered for numerous applications,
including last-mile access [27], fiber backup [28], back-haul
links of next-generation wireless cellular networks [29], and
disaster recovery [30]. To elaborate, in contrast to OF based
schemes, the dispersion effects imposed by FSO links remain
moderate in the upper layers of the atmosphere [30]. This
advantageous property of FSO’s reserves the consistency of the
photon’s polarization during its propagation over atmospheric
channels, which is beneficial for QKD systems.

Prior studies of QKD-based FSO systems presented in [23]–
[25] have mainly focused their attention on the analytical
characterization of atmospheric channel’s effects. One of the
challenges in QKD-based FSO systems is to counteract the
detrimental effects of absorption, scattering, diffraction as well
as the turbulence-induced fading of atmospheric channels.
These channel impairments significantly limit both the max-
imum key rate and the achievable communication distance
of QKD-based FSO systems. Recently, a QKD-based FSO
system using multiple-input multiple-output (MIMO) schemes
has been proposed for increasing the key rate and for allowing
receivers to communicate simultaneously with a number of
transmitters via several wavelengths [24]. On the other hand,
a relay-assisted QKD-based FSO system has been invoked
for quantum communication over long-distance atmospheric
channels [25]. By employing multiple passive relays that
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simply redirect the quantum bits without any observations
or quantum measurement, longer communications links have
been created with the aid of relaying.

In the QKD-based FSO systems of [14], [23]–[25], the
popular BB84 based protocol [1] is used for supporting
secret key sharing between two users, where a raw key at
the source (S) is mapped to randomly polarised photons for
transmission over an FSO quantum channel. At the destination
(D), these transmitted photons are detected by using randomly
selected bases, as exemplified by [23] . Then, the source and
destination have to exchange information about the bases used
for transmission and detection. Later, the information is used
for filtering out specific bit intervals, during which the pair of
bases used by S for its transmission are the same as those used
by D for detection. It should be noted that a pair of classical
public channels are required for exchanging the information
pertaining to the bit interval and to the polarization bases used
both at S and D, namely one from S to D and one from D to S.
As a result, there are two versions of the shared key at S and
D, which have to be identical. However, they may turn out to
be different due to errors caused by the quantum channel and
the detection process at D as well as owing to those imposed
by the pair of classical public channels.

Network coding of [31], [32] is capable of increasing the
throughput, while minimising the amount of energy required.
This is achieved by allowing the intermediate nodes of the
network to combine multiple data packets received via the
incoming links before transmission to the destination [33]. It
was demonstrated in [34] that the network coding is capable of
significantly improving multiple-user systems’ performance.

In [23]–[25], the information exchange regarding the choice
of the random bases applied at S and D were considered to be
conveyed over error-free public channels [23]–[25]. Against
the above background, the novel contribution of our paper is
as follows:
• We conceive Network Coding aided Cooperative Quan-

tum Key Distribution over Free Space Optical (NC-
CQKD-FSO) systems, where network coding is invoked
for improving the realistic public communication used for
information exchange between the communicating parties
in multiple-user QKD systems.

• We derive tight bounds of the fraction gamma of photons
received via FSO quantum channels both in the far-
field and near-field regimes. This allows us accurately
characterise the overall performance of our proposed
NC-CQKD-FSO systems.

• We formulate a framework for incorporating realistic
public wireless channels into QKD systems, where both
the BER-performance and the key-rate bounds are quan-
tified in support of our theoretical analysis.

• We investigate both the BER performance and key-rate of
a Single-User QKD-FSO system and of our NC-CQKD-
FSO system, in order to quantify benefits of the proposed
NC-CQKD-FSO system, when considering realistic pub-
lic channels in the context of terrestrial communication
scenarios.

The rest of the paper is organised as follows. Preliminaries
and definitions are presented in Section II in order to facilitate

the portrayal of our proposed system in Section III, where
the system model is described before detailing our system
parameters and the associated evaluation criteria. The benefits
of our system proposed in Section III-A are analysed and
demonstrated in Section IV, before our conclusions are offered
in Section V.

II. PRELIMINARIES AND DEFINITIONS

In support of the subsequent sections, we provide relevant
background on the physical interpretation concerning the po-
larization of photons and on photon detection.

A. Photon polarization

Depending on the specific form of the electromagnetic plane
wave pertaining to the monochromatic laser signal generating
photons, photons may be linearly polarized (LP) or elliptically
polarized (EP) [35]. In the context of considering QKD
systems, we only consider LP photons having polarizations of
say 00, 900,−450, 450 [36]. Accordingly, the basis associated
with the polarization of 00, 900 can be characterised by:

|00〉 = 1|00〉+ 0i|900〉, (1)

|900〉 = 0|00〉+ i|900〉. (2)

As a result, when a measurement (observation) relying on the
basis polarization of 00 or 900 is applied to the state |00〉,
we should obtain the probability p = |1|2 = 1 of detecting
a photon in state |00〉 or the probability p = |0i|2 = 0 of
detecting a photon in state |900〉, respectively. Similar results
can be obtained for the basis associated with the polarization
of −450, 450.

The relationship between the two bases can also be ex-
pressed by:

|00〉 =
1√
2
|450〉+

i√
2
| − 450〉, (3)

|900〉 =
1√
2
|450〉 − i√

2
| − 450〉. (4)

Accordingly, when a measurement made at the polarization of
−450 or 450 is applied to the photon prepared at state |00〉,
we have the probability p = | 1√

2
|2 = 1

2 of detecting it in state
|450〉 and p = | i√

2
|2 = 1

2 of detecting it in state | − 450〉.
Similar results may be obtained, when considering the inverse
relationship as:

|450〉 =
1√
2
|00〉+

i√
2
|900〉, (5)

| − 450〉 =
1√
2
|00〉 − i√

2
|900〉. (6)
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B. Photon detection in QKD systems

Let us use the simplified schematic of Fig. 1 along with the
numerical example detailed in Table I to illustrate the photon
detection process as well as the associated errors in the QKD
systems of [23], [25].

1 - 2 of Table I: As seen in Fig. 1, a raw key in the
form of a bit sequence SA having LSA

= 10 bits in Table I
is mapped to the pulse sequence FA having an average power
of nS = 1 photons/pulse, which results in LFA

= 10 photons.
The mapping carried out at the polarization controller of Fig. 1
uses the random basis sequence BA containing both vertical
⊕ and diagonal ⊗ bases to apply the following rule [23]:

⊕ ⇒
{

00 : If bit ‘0‘ is transmitted
900 : If bit ‘1‘ is transmitted , (7)

⊗ ⇒
{
−450 : If bit ‘0‘ is transmitted
+450 : If bit ‘1‘ is transmitted . (8)

3 - 5 of Table I: An FSO transmission channel is used
for carrying the photon stream FA to the destination (D).
Since the FSO channel imposes deleterious effects, such as
diffraction, atmospheric turbulence and extinction [26], only a
certain fraction γ of the photon stream FA transmitted by S
arrives at D and this particular fraction is represented by the
sequence FB in Table I. Then, at the receiver of D, the 50:50
beam splitter (BS) of Fig. 1 passively provides the random
bases represented by the sequence BB of Table I, which can
only be extracted from the detection results F̂A provided by the
outputs of all the APDs processing the signal orginated from
the photon sequence FB . Hence, again the APDs at D have to
detect from the sequence FB , which only contains a fraction
γ of the photon stream FA transmitted by S, where the errors
caused by the background noise nB and dark current noise
nD have also been included [23]. Explicitly, the erroneous
detection occurring at the 3rd bit interval of F̂A in Table I
is indicated by the gray background cell, while the ND (no
detection) notation in the 10th bit interval of both FB and F̂A
represents the (1 − γ) fraction of FA that has not arrived at
D and hence cannot be detected by the APDs. The ND in the
10th interval of F̂A leads to the NA (not available) value in
the 10th interval of BB in Table I.

6 - 8 of Table I: Then, S transmits information to D
about the bases BA used for transmission at S through
perfect classical communication channels, which results in
the availability of BA at D. Then the sequence BA is used
in conjunction with the sequence BB for ruling1 out those
specific photons from F̂A, which correspond to the particular
bit intervals, where the bases BA and BB are not identical,
in order to introduce a series of sift events. In other words, a
sift event occurs, when D has detected a photon and the same
basis is applied by both S and D for transmitting and detecting
a specific photon. As a result, a shared key KB is generated
and stored at D, where the key KB contains bits recovered
from the transmission of the raw key SA. In the mean time,

1The process of discarding detected photons for which the bases used for
transmision and detection are different is defined as the sifting process [23].

the bases BB previously extracted from the detection results
F̂A at D are made available to S via perfect public classical
channels. Similarly, the sifting process of Fig. 3 is carried
out at S for generating the resultant secret shared key KA. It
should be noted that the D is unaware of having an erroneous
bit in the shared key KB , namely the 3rd bit, which is different
from that of the shared key SA stored at S. The error-event
occurring in the 3rd bit interval happens when D detects an
incorrect polarization in a sift event.

Accordingly, the BER of the QKD system illustrated in the
numerical example of Table I can be calculated as

BER =
Nerror−at−S +Nerror−at−D
Nsift−at−S +Nsift−at−D

=
1 + 1

8 + 8
, (9)

where there is Nerror−at−S = 1/Nerror−at−D = 1 error
event occurring at the 3th bit interval of KA/KB of Table I,
while there exist Nsift−at−S = 8/Nsift−at−D=8 sift-events in
occurring at the Source/Destination in a transmission session,
respectively. Note that We detail the derivation of the average
BER in next subsection.

C. Errors Probability in QKD systems

Let us now determine the average value of the BER in
Eq. (9). As mentioned above, the transmitted polarised pulse
sequence FA has an average power of nS photons per pulse
and only a fraction γ of photons transmitted arrives at the D.
Hence, the received polarised pulse sequence FB of Fig. 1 has
the average received power of γnS photons per pulse.

The BS of Fig. 1 equally splits the received power, which
is equivalent to randomly forwarding the incoming photons to
two distinct outputs, hence at the input of each PBS we have
the average signal power per pulse of γnS

2 photons. It should
be noted that the HWP of Fig. 1 is used for appropriately
rotating the polarization, in order for identical APDs to be
used for detection in both bases, namely ⊕ and ⊗.

Then the signal output by the BS is passed to the PBSs
of Fig. 1, which is used for directing the polarized photons
to the designated APDs. If a photon at the input of a PBS
is polarized according to the same basis as that of the PBS
itself, then this photon can get through the PBS to reach
the designated APD associated with the PBS. As a result,
the entire signal power of γnS

2 is passed through the PBS
to the designated APD. Again, this case corresponds to the
measurement characterised by Eq. (1) and Eq. (2), where the
basis used for measuring the quantum state is identical to the
basis, in which the quantum state was prepared. By contrast,
when a photon arriving at the input of a PBS is polarized in a
different basis from that of the PBSs, this photon is randomly
directed to either of the two distinct outputs of the PBS. Hence,
the average signal power is split equally between both outputs
of the PBS, leading to the average signal power of γnS

4 at the
input of both associated APDs. Again, this case corresponds
to the measurement characterised by Eq. (3), Eq. (4), Eq. (5)
and Eq. (6), where the measurement basis is different from
the basis of the quantum state.

Additionally, background noise nB per basis contaminates
transmitted pulses and each APD is subject to the dark-
count noise having an average power of nD. As a result,
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Fig. 1: A simplified schematic of QKD systems [23], [25]. The beam splitter (50:50) (BS) is used for selecting random choices
of the polarization bases, namely ⊕ and ⊗. The half-wave plate (HWP) is invoked for converting the basis ⊗ to the basis ⊕
and vice versa. The polarizing beam splitters (PBS) are used for directing the incoming photons to the designated avalanche
photo-diodes (APD).

each APD is also subject to the additive noise having the
average power of nN = nB/2 + nD. Provided that the
APD can only capture a fraction η of the total power of
the signal arrived, we have an average power Ai per pulse
(bit interval) captured by the APDs, as listed in Table II for
the different cases corresponding to different x-polarization
of the transmitted pulses and y-polarization of the APDs,
x, y ∈

(
00, 900,−450, 450

)
. The state of the pulse having the

average power Ai listed in Table II may be represented by a

coherent state of |√Ai〉 [37]

|
√
Ai〉 =

∞∑
n=0

an|n〉, (10)

where we have an = (
√
Ai)

n

√
n!

e−
Ai
2 , while |n〉 represents the

state of the pulse when there are n photons detected within
the pulse duration. Accordingly, we have the probability of
detecting n = 0 and n = 1 photon within a pulse duration (bit
interval) as:

P (n = 0|Ai
) = |a0|2 = e−Ai , (11)



This work is licensed under a Creative Commons Attribution 3.0 License. For more information, see http://creativecommons.org/licenses/by/3.0/.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2017.2712288, IEEE Access

5

Bit intervals 1 2 3 4 5 6 7 8 9 10
Order SOURCE (S)

1 Raw key of the bit stream (SA) 1 0 1 0 1 1 0 1 1 0

1 Bases for transmission at source (BA) ⊕ ⊕ ⊗ ⊗ ⊕ ⊗ ⊗ ⊗ ⊕ ⊗
2 Polarised photons transmitted (FA) 900 00 450 −450 900 450 −450 450 900 −450

6 Detection bases at destination (BB) ⊕ ⊕ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊕ NA

7 Sift process at source (x means occurrence of the sift event) x x x x x x x x

8 Resultant shared key at source (KA) 1 0 1 0 1 NA 0 1 1 NA

DESTINATION (D)
3 Polarised photons received at destination (FB) 900 00 450 −450 900 450 −450 450 900 ND

4 Polarised photons detected at destination (F̂A) 900 00 −450 −450 900 00 −450 450 900 ND

5 Detection bases at destination (BB) ⊕ ⊕ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊕ NA

6 Bases selected at transmitter (BA) ⊕ ⊕ ⊗ ⊗ ⊕ ⊗ ⊗ ⊗ ⊕ ⊗
7 Sift process at destination (x means occurence of the sift event) x x x x x x x x

8 Resultant shared key at destination (KB) 1 0 0 0 1 NA 0 1 1 NA

TABLE I: A simplified numerical example of the communications in the QKD system portrayed in Fig. 1, when supported by
perfect classical channel. The circled numbers indicate the relative order of processes occurring in the system. The gray cells
indicate erroneous results that are unknown to the system, while NA/ND indicates that no-available values/no-detections are
determined by the system.

Basis and polarization The average received power Ai
of transmitted and detected photons (photons/pulse), i ∈ (1, 2, 3)
x = y A1 = η( γnS

2
+ nN )

x 6= y and x, y ∈ ⊕ A2 = ηnN
x 6= y and x, y ∈ ⊗ A2 = ηnN
x ∈ ⊕ and y ∈ ⊗ A3 = η( γnS

4
+ nN )

x ∈ ⊗ and y ∈ ⊕ A3 = η( γnS
4

+ nN )

TABLE II: The average signal power captured by an APD
in Fig. 1, where x is the polarization of the transmitted
photons, while y is the designated polarization of an APD,
x, y ∈ (00, 900,−450, 450).

P (n = 1|Ai
) = |a1|2 = Aie

−Ai . (12)

Let us define Psift to be the probability of a sift-event, where
only a single photon is detected from all ADPs of Fig. 1 and
the APD detecting the photon has the same basis as that used
at S for transmission during the bit interval. Accordingly, the
sift-event is encountered in two cases. More specifically, Case
1 relates to sift event having no errors in the shared key, while
Case 2 relates to that having errors in the shared key, as in
the 3rd bit interval of Table I.

In Case 1, n = 0 photon is registered by both APDs of a
PBS (top or left PBS of Fig. 1) having a basis that is different
from the basis used for transmission at S. At the same time,
in the other two APDs of the other PBS (top or left PBS of
Fig. 1) having an identical basis, an APD associated with the
identical polarization detects n = 1 photon, while the other
APD associated with a different polarization detects n = 0
photon. As summarised in Table II, in Case 1 there exist
two APDs having an average input power of A3, given the
associated detection result of n = 0, while one APD of the
other two APDs has an average input power of A1 given the
associated detection result of n = 1. Additionally, the fourth
APD has an average input power of A2, given the associated

detection result of n = 0 photon. As a result, the probability
of Case 1 is given by:

PCase1 =
[
P(n=0|A3)

]2
P(n=1|A1)P(n=0|A2). (13)

In contrast to Case 1, in Case 2 n = 1 photon is detected
by the APD having the same basis but a different polarization,
when compared to the photon that has arrived. At the same
time, the APD having the same polarization as the photon
that has just arrived detects erroneously n = 0 photon.
Simultaneously, the other two APDs associated with the basis
that is different from that of the photon that has just arrived
both detect as n = 0 photon. In this case, errors are imposed on
the system, as demonstrated by the numerical example detailed
in Table I, where there is an error at the 3rd bit interval.
Accordingly, upon similarly mapping Case 2 to the value x, y
of the polarization given in Table II, the error probability
Perror = PCase2 can be calculated from Eq. (11) and Eq. (12)
as:

Perror = PCase2 =
[
P(n=0|A3)

]2
P(n=0|A1)P(n=1|A2).(14)

By substituting Eq. (11) and Eq. (12) into Eq. (13) and
Eq. (14), the probability Psift may be formulated as:

Psift = e−η(γnS+4nN )η(γnS/2 + nN )︸ ︷︷ ︸
PCase1

+

e−η(γnS+4nN )ηnN︸ ︷︷ ︸
PCase2

,

=
η(γnS + 4nN )

2eη(γnS+4nN )
, (15)

where probability Perror = PCase2 characterising the occur-
rence of an error-event can be calculated by

Perror =
ηnN

eη(γnS+4nN )
. (16)
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Based on an approach similar to that of Eq. (9), the QKD
system has a BER of:

BER =
Perror
Psift

,

=
nN

γnS/2 + 2nN
. (17)

III. MULTI-USER QUANTUM KEY DISTRIBUTION SYSTEM

In this section, we portray our NC-CQKD-FSO system
by firstly describing the general system architecture in Sec-
tion III-A in order to facilitate the presentation of the as-
sociated performance criteria used for evaluating it in Sec-
tion III-B. This leads to insights presented in Section III-C
both concerning our FSO schemes and the Network Coding
(NC) schemes detailed in Section III-D.

A. System Model

For the sake of readability, we continue to use another
numerical example to illustrate the operating principle of
our NC-CQKD-FSO system model having two groups, where
each group supports M = 2 users, as illustrated in Fig. 2,
with group A serving user UA1 and user UA2 , while group B
supporting user UB1 and user UB2 . Accordingly, a user in group
A commences the key-sharing process in order to form a secret
key with a user in group B, where the key-sharing process is
based on the popular QKD protocol BB84 [1], mapping the
bits of the raw key to the photons for transmitting over the
FSO quantum channel.

For example, user UA1 wishes to have a secret key shared
with user UB1 , while user UA2 and user UB2 also wish to have
another secret shared key. More specifically, as seen in Fig. 2
a quantum channel represented by a thick arrow is used for
conveying photons between the two couples of users. The users
in the NC-CQKD-FSO system are configured for supporting
one another, hence the classical channels represented by the
thin arrows are invoked for cooperatively carrying information-
bearing bits between the users. Note that due to the symmet-
ric nature of the system, a similar architecture and similar
communication protocols can be used for realising the key
sharing process in the reverse direction, where the users in
group B initialise the process in order to create shared keys
with the users in group A. It should be noted that the example
of the system model portrayed in Fig. 2 can be generalised for
conceiving a larger NC-CQKD-FSO system associated with a
M > 2 users, where we have M = {4, 8, 12, 16, ....}.

Let us use the simplified model of Fig. 3 for characterising
the communication protocol between two users of the NC-
CQKD-FSO system, namely UAi (S) of group A and UBj (D)
of group B, where S initialises the protocol. These two
users receive support from the other users in the NC-CQKD-
FSO system via the classical channels. More specifically, a
simplified numerical example is detailed in Table III.

1 - 3 of Table III: Similar to the example of Table I, a
raw key in the form of a bit stream SA having LSA

= 10 bits
in Table III is mapped to the photon stream FA by applying the
mapping rule given in Eq. (7) and Eq. (8) upon basis sequence

Quantum channels

Classical channels

UA
1

UA
2

UB
1

UB
2

Fig. 2: The proposed multi-user quantum key distribution
system comprising two groups, namely group A and group
B, establishing shared keys between one user in group A and
one user in group B.

BA , where nS = 1 photon having a random polarization is
used for carrying a single bit.

4 - 5 of Table III: A fraction γ of FA that arrived
the receiver of D in Fig. 1 is represented by FB . Then,
the photon stream FB is detected for ultimately providing
detection results F̂A, which can be extracted for forming
the sequence BB of Table III representing the random bases
passively generated by the BS of Fig. 1 for detecting the
photons transmitted from S via the FSO channel. From another
perspective, the photon detector at the receiver of D recovers
an estimated version F̂A of the polarised photons FB arriving
at D, which is a fraction γ of the photon stream FA transmitted
by S. The detection results of F̂A also contain erroneous
detections, for example the erroneous detection occurring at
the 3rd bit interval of F̂A in Table III. We also use the similar
notation as those in the example detailed in Table I, where
the erroneous decisions made by the system are indicated by
gray background cells, while the NA notation in the Table III
represents the values that are unknown to the system.

6 - 7 of Table III: Let us now consider imperfect error-
infested classical public channels2 for exchanging information
between S and D about the bases BA and BB applied at S
and D, respectively. As a result, an estimated version B̂A
of the bases BA used at S becomes available at D, where
an error occurs at the 6th bit interval, as seen in Table III.
This error results in an incorrect sift-event at D, which is
highlighted by the grey cell at the 6th bit interval of D side of
Table III. In the reverse direction spanning from D to S, the
basis sequence BB extracted from the detection results F̂A in
Fig. 1 is also transmitted to S via classical public channels.
Hence, S receives an estimated version B̂B subject to potential
errors occurring in the classical public channels. For example,
there is an error at the 5th bit interval of B̂B in Table III,

2In our multi-user QKD system, other users in the system can cooper-
atively transmit basis-related side information. Hence, the information may
simultaneously travel through different channels.
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which leads to an incorrect sift-event at S.
8 of Table III: Those errors at the 3rd, 5th and 6th bit

intervals cause the corresponding errors at the resultant keys,
namely KA at S and KB at D in Table III. As demonstrated
by the numerical example of Table III, it should be noted that
KA and KB generated by the QKD system may be different
due to the fact that errors may be inflicted both by the FSO
quantum channel and during detection at D as well as by the
classical public channels.

In our system, it should be noted that the estimated bases
B̂B and B̂A are subject to the typical impairments of the
classical public channels among all users, which rely on our
cooperative protocol, where each user in the system is capable
of supporting the others with the aid of Network Coding
(NC) [31], [32]. More specifically, to transmit information
from a user in group A to a user in group B, all users
of group A broadcast their information during the broadcast
phases. At the end of the broadcast phases, each user in
group A invokes network-coding encoding based on its own
information and that recovered from transmissions of the other
users in group A during the broadcast phases, in order to
construct network-coded information for transmission during
the ensuing cooperative phases. Owing to the broadcast nature
of wireless transmission, each user in group B can detect a
specific version of the information transmitted by a user from
group A both during the broadcast and the cooperative phases.
Then a network-decoding process is carried out by each user
of group B for retrieving its desired information transmitted
by its communication party in group A. A similar protocol is
invoked for the reverse-direction transmission from group B
to group A.

B. Error Ratio in Network Coding Aided Cooperative Quan-
tum Key Distribution Systems

Let us commence with the scenario of having error-free
(perfect) classical channels for exchanging information be-
tween a pair of users, one in group A and one in group B. The
differences between KA and KB are caused by the deleterious
influence of the FSO channels and by the detection errors at
D, which can be characterised3 by [23]

BERperfect =
Perror
Psift

, (18)

where Psift and Perror are determined by Eq. (15).
1) Single-User QKD-FSO System: Next, let us consider

a single user (SU) QKD-FSO system4, where the public
channel between S and D is a realistic (error prone) wireless
channel. Accordingly, we may define a basis-error event in
the link spanning from S to D as a sift event at D, where the
information representing the basis used at S is erroneously

3The Qubit Error Ratio (QBER) estimation proposed in [23], [25], which
reflects the differences between two photon streams of FA and F̂A directly
associated with the shared keys, namely KA and KB . Hence, the value of
the QBER is the same as BER of Eq. (17).

4The SU-QKD-FSO system supports a pair of users, namely UA1 and UB1 ,
which communicate with one another via public channels for setting up a pair
of shared keys, as previously investigated in [23], [24] for the case of having
error-free public channels.

received at D. In other words, the basis-error event happens
at D when the sift event occurs at D and simultaneously
the wireless channel from S to D is in outage. Hence the
probability of the basis-error event is calculated as:

PSUbasis−error−SD = PS−DPsift, (19)

where PS−D is the outage probability on the classic wireless
channel spanning from S to D during a single bit interval of
the QKD-FSO system. Similarly, a basis-error event for the
direction from D to S occurs at a probability of

PSUbasis−error−DS = PD−SPsift, (20)

where PD−S represents the outage probability on the classic
wireless transmission channel emerging from D to S during a
single bit interval of the QKD-FSO system.

It is reasonable to assume that the errors caused by the
classical channels can be assumed to flip the bit values
representing bases with the same probability. This results in the
same probability of changing a specific basis to as that of the
reverse corruption. As a result, we may assume the probability
Psift to be the same for both scenarios of employing perfect
and realistic classical public channels.

Again, the errors due to the basis-error event in both
directions, namely from S to D as well as from D to S
may cause differences in the shared keys KA and KB , as
demonstrated by the specific example detailed in Table III.
Since KA and KB represent the bits successfully recovered
in sift events, the differences between KA and KB caused by
the basis-error event in the direction from S to D can only arise
from basis-error events, provided that a sift event has occurred.
As a result, the differences reflected by BER corresponding to
the S-to-D direction can be equivalently characterised by the
conditional probability

BERSUbase−SD = Prob(basis-errorSD|sift) (21)

=
Pbasis−error−SD

Psift
,

where the term ”basis-errorSD“ represents the basis-error
event caused in the transmission direction from S to D over the
classic wireless channel. Similarly, the BER associated with
the D-to-S direction can be represented by:

BERSUbase−DS =
Pbasis−error−DS

Psift
. (22)

Due to the fact that there might be overlapping between error
events characterised by Eq. (18), those reflected by Eq. (21)
and those given by Eq. (22), the accumulated BER of the SU-
QKD-FSO system can only be upper-bounded

BERSU ≤ BERperfect +BERSUbase−SD +BERSUbase−DS︸ ︷︷ ︸
BERSU

upper

. (23)

2) Multi-User QKD-FSO System: Let us now consider a
multi-user NC-CQKD-FSO system, where again basis-related
information is exchanging between S and D over different
classic wireless channels within the NC-CQKD-FSO system.
We may consider the outage probability PNCS−D between two
end users, namely user UA1 and user UB1 , to be equivalent
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Bit intervals 1 2 3 4 5 6 7 8 9 10
Order SOURCE (S)

1 Raw key of the bit stream (SA) 1 0 1 0 1 1 0 1 1 0

1 Bases for transmission at source (BA) ⊕ ⊕ ⊗ ⊗ ⊕ ⊗ ⊗ ⊗ ⊕ ⊗
2 Polarised photons transmitted (FA) 900 00 450 −450 900 450 −450 450 900 −450

6 Estimated detection bases at destination (B̂B) ⊕ ⊕ ⊗ ⊗ ⊗ ⊕ ⊗ ⊗ ⊕ NA

7 Sift process at source (x means occurrence of the sift event) x x x x x x x

8 Resultant shared key at source (KA) 1 0 1 0 NA NA 0 1 1 NA

DESTINATION (D)
3 Transmitted polarised photons present at destination (FB) 900 00 450 −450 900 450 −450 450 900 ND

4 Polarised photons detected at destination (F̂A) 900 00 −450 −450 900 00 −450 450 900 ND

5 Detection bases at destination (BB) ⊕ ⊕ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊕ NA

6 Estimated bases selected at source (B̂A) ⊕ ⊕ ⊗ ⊗ ⊕ ⊕ ⊗ ⊗ ⊕ ⊗
7 Sift process at destination (x means occurence of the sift event) x x x x x x x x x

8 Resultant shared key at destination (KB) 1 0 0 0 1 0 0 1 1 NA

TABLE III: A numerical example of the communications in the QKD system portrayed in Fig. 1, when considering imperfect
error-infested classical channels, where the circled numbers indicate the relative order of processes occurring in the system.
The gray cells indicate erroneous results that are unknown to the system, while NA/ND indicates that no-values/no-detections
are determined by the system.

to PS−D of Eq. (19). As a result of substituting PNCS−D into
Eq. (19), we arrive at the probability of basis-error event for
the S-to-D direction of our NC-CQKD-FSO system as:

PNCbasis−error−SD = PNCS−D × Psift. (24)

Similarly, by using Eq. (20), Eq. (21), Eq. (22) and the
approximation of Eq. (23), we can upper-bound the BER of
the multi-user NC-CQKD-FSO system as:

BERNC ≤ BERperfect +BERNCbase−SD +BERNCbase−DS︸ ︷︷ ︸
=BERNC

upper

. (25)

Additionally, due to the fact that there are on average ψ
photons transmitted per pulse, typically the ratio of the Key
Rate per Pulse (KRpP) is used for evaluating the performance
of the QKD systems [17], [38], [39]. Naturally, the KRpP
may be calculated from the BER in different systems, namely
BERperfect of Eq. (18) for the system relying on idealised
error-free classical public channels, BERSU of Eq. (23)
derived for the SU-QKD-FSO system, or BERNC of Eq. (25)
used for the NC-CQKD-FSO system, are as follows:

KRpP = (1−BER)Psiftψ. (26)

Accordingly, we may also compute the Key Rate (KR) of the
QKD systems as:

KR = (1−BER)PsiftψRb, (27)

where Rb is the original bit rate of the raw key.

C. Free Space Optical Quantum Channels

Both the BER-performance of the SU-QKD-FSO system of
Eq. (23) and that of the NC-CQKD-FSO system in Eq. (25) are
dependent on BERperfect formulated in Eq. (18). The value
of BERperfect is mainly influenced by the associated FSO
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Fig. 3: Communication procedure between a source and a
destination through both the FSO quantum channel and the
classical wireless channels in the NC-CQKD-FSO system of
Fig. 2.

transmission integrity, which is characterised by the fraction
γ. In this section, we provide details regarding the estimation
of γ, which results in different estimates of Psift and Perror
in Eq. (15) as well as of BERperfect in Eq. (18).

The term γ of Eq. (15) invoked for characterising the power
transfer properties of the FSO channel over a distance L
imposed on the QKD system’s performance is approximated
by [23]–[25]

γ = µe−αL, (28)

where µ represents the diffraction losses or the normalised
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version of the fraction γ, while α is the extinction coefficient.
1) Diffraction loss: The value of µ depends on the Fresnel

number of

D0
f =

(
πd1d2
4λL

)2

, (29)

where d1 is the transmit aperture diameter and d2 is the
receiver’s aperture diameter, while λ is the wavelength of the
optical signal.

In the near-field region having D0
f >> 1, the parameter µ

is bounded by [23], [40]

µNF,LB ≤ µ ≤ µNF,UB , (30)

where the upper bound µNF,UB can be calculated by [23]

µNF,UB = min(D0
f , 1), (31)

while the lower bound µNF,LB is given by [23]

µNF,LB =
8
√
D0
f

π

∫ 1

0

exp
(−D(d2x)

2

)
(32)

×
(

arccos(x)− x
√

1− x2
)
J1

(
4x
√
D0
f

)
dx,

where J1(.) is the first-order Bessel function. The spherical-
wave structure function D(ρ) of Eq. (32) is calculated for the
worse-case scenario of having d1 = d2 as [23]:

D(ρ) = 51σ2
R

(
D0
f

)5/12
ρ5/3, (33)

where σ2
R is the Rytov variance [41] of

σ2
R = 1.24

(
2π

λ

)7/6

C2
nL

11/6, (34)

with C2
n ranging from 10−13 to 10−17 representing the

altitude-dependent index of the refractive structure parameter
[42].

By contrast, in the far-field region having D0
f << 1, the

value of µ can be calculated by [40]

µFF =
8
√
D0
f

π

∫ 1

0

exp
(−D(d2x)

2

)
(35)

×
(

arcos−1(x)− x
√

1− x2
)
J1

(
4x
√
D0
f

)
dx,

where the spherical-wave structure function D(ρ) of Eq. (35)
can be calculated by

D(ρ) = 1.09

(
2π

λ

)2

C2
nLρ

5/3. (36)

2) Bounds γ, Psift and Perror : By substituting µNF,UB
of Eq. (31), µNF,LB of Eq. (32) and µFF of Eq. (35) into
Eq. (28), we obtain the corresponding bounds of the fraction
γ, namely γNF,UB , γNF,LB and γFF . As readily seen in
Fig. 4(a), γNF,UB and γFF can loosely serve as the upper
bound and lower bound in both near-field and far-field regions.
Hence, in reference [23] γNF,UB and γFF were convenient
used as bounds for covering both the near-field and far-field
regions as:

µFF e−αL︸ ︷︷ ︸
=γFF

≤ γ ≤ µNF,UBe−αL︸ ︷︷ ︸
=γNF,UB

, (37)

However, the near-field model may produce a range of γ
values in the near-field region that is more accurate than that
provided by the far-field model. Similarly, the far-field model
may provide more accurate values of γ in the far-field region
than those suggested the near-field model. As a result, when a
more accurate value range of γ is sought, the following bounds
should be used

γLB ≤ γ ≤ γUB , (38)

where the upper bound γUB is determined by:

γUB =


γNF,UB : If D0

f > Tnear
(γNF,UB + γFF )/2 : If Tfar ≤ D0

f ≤ Tnear
γFF : If D0

f < Tfar

, (39)

while the lower bound γLB is calculated by:

γLB =


γNF,LB : If D0

f > Tnear
(γNF,LB + γFF )/2 : If Tfar ≤ D0

f ≤ Tnear
γFF : If D0

f < Tfar

, (40)

where the region having Tfar ≤ D0
f ≤ Tnear is the transi-

tion region between the near-field and far-field regimes. The
bounds of γUB and γLB , as plotted in Fig. 4(b), are tighter
compared to those of Eq. (37), as plotted in Fig. 4(a). As a
result, we will use the approximation of γ in Eq. (38) for our
subsequent calculations.

When we have a convex function f(x) ≡ xe−x for 0 ≤
x < 2 associated with a positive derivative for 0 ≤ x < 1,
Psift of Eq. (15) may be approximated by

η(γLBnS + 4nN )

2eη(γLBnS+4nN )︸ ︷︷ ︸
=PMin

sift

≤ Psift ≤
η(γUBnS + 4nN )

2eη(γUBnS+4nN )︸ ︷︷ ︸
=PMax

sift

, (41)

provided that the condition η(γLBnS + 4nN ) < 1 is satisfied.
Similarly, considering a concave function g(x) ≡ e−x

having a negative derivative for x ≥ 0, the probability Perror
of Eq. (16) may obey the following approximation

ηnN
eη(γUBnS+4nN )︸ ︷︷ ︸

=PMin
error

≤ Perror ≤
ηnN

eη(γLBnS+4nN )︸ ︷︷ ︸
=PMax

error

. (42)

Accordingly, by applying the bounds presented in Eq. (41)
and Eq. (42) to Eq. (18), we may approximately calculate the
BERperfect according to:

PMin
error

PMax
sift︸ ︷︷ ︸

=BERperfect,LB

≤ BERperfect ≤
PMax
error

PMin
sift︸ ︷︷ ︸

=BERperfect,UB

. (43)

As a benefit of having the tight bounds of γ characterised
by Eq. (38) and plotted in Fig. 4(b), the discrepancy between
the bounds of Psift in Eq. (41), Perror in Eq. (42) and
BERperfect in Eq. (43) can be readily observed in Fig. 5(a),
Fig. 5(b) and Fig. 5(c), respectively. This observation suggests
that we may obtain fairly accurate results, even when we
employ the worst-case bound of γ, Psift and Perror for
producing BERSUupper of Eq. (23) and BERNCupper presented
in the subsequent sections.
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Fig. 4: Comparison between the bounds of γ vs. the distance when considering the FSO parameters of Table IV.

D. Network Coding aided Cooperative Transmission over
Classical Public Channels

In order to proceed with the sifting process, where informa-
tion related to the bit interval and to the bases used has to to
be communicated to both parties of the key sharing protocol,
public classical channels may be used for connecting the two
parties.

Let us first characterise transmissions over public channels
between two users in the SU-QKD-FSO system corresponding
to the case of having M = 1, where two direct wireless
links5 between UA1 (S) and UB1 (D) may be supported
by a near-capacity channel coding scheme, which can be
designed for operating close to the channel capacity [43].
As an upper-bound performance, we assume that a perfect
capacity-achieving coding scheme is employed for operating at
exactly the Continuous-Input Continuous-Output Memoryless
(CCMC) channel capacity, which has an outage probability of
[44]

PSUSD = PSUDS = 1− exp
(

1− 2R

SNR

)
, (44)

where R is the information rate of the transmission link,
while SNR is the signal to noise ratio at the receiver. We
consider the model of a single wireless transmission link
associated with the transmitted and received signals of x and
y, respectively

y = hx+ n (45)

where again h = hshf is the complex-valued fading co-
efficient that comprises two components, namely the block
fading coefficient hs, which is constant for all symbols within
a transmission frame and a fast fading (small-scale fading)

5In SU-QKD-FSO, there are only two users communicating with one
another, hence the two users are considered to be connected by two direct
public wireless transmission links.

coefficient hf , which fluctuates on a symbol-by-symbol basis.
Finally, n is the AWGN process having a variance of N0/2
per dimension.

By contrast, in the multi-user NC-CQKD-FSO system por-
trayed by Fig. 2 and Fig. 3, the transmission over public
channels from group A having M users to group B containing
M users is arranged on a session by session basis, where the
network coding scheme of [34] is reformulated for support-
ing the NC-CQKD-FSO system. In each public transmission
session of the NC-CQKD-FSO system, there are two sets of
phases, namely the broadcast phase (BP) and the cooperative
phase (CP). Let us consider an example of the system having
M = 2 for demonstrating the details of both transmission
phases, where each of the M = 2 users transmits k1 = 1
information message during the BP and k2 = 1 parity message
during the CP as seen below:

Broadcast phases

BP 1 : UA1
m1(1)−−−−→ UB1 , U

B
2 and UA2 ,

BP 2 : UA2
m2(2)−−−−→ UB1 , U

B
2 and UA1 ,

Cooperative phases

CP 1 : UA1
�1(1)=m1(1)+m2(2)−−−−−−−−−−−−−→ UB1 , U

B
2 and UA2 ,

CP 2 : UA2
�2(2)=m1(1)+2m2(2)−−−−−−−−−−−−−−→ UB1 , U

B
2 and UA1 ,

where mi(j) is the message broadcast by user UAi during
BP j, while the parity message �i(j) containing a linear
combination of the information messages m1(1) and m2(2)
is broadcast during CP j. Then, the transmission session can
be summarised by a transfer matrix having two rows and 4
columns, where the original version G2×4 corresponds to the
case of having a successful transmission in every link [32]

G2×4 =

[
1 0 | 1 1
0 1 | 1 2

]
. (46)
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Fig. 5: Comparison between the bounds of Psift of Eq. (41), Perror of Eq. (42) and BERperfect of Eq. (43) vs. the distance
in the FSO system having the parameters listed in Table IV.

When it comes to an arbitrary transmission session, the
original transfer matrix of Eq. (46) is modified according to
the algorithms detailed in [33] for reflecting the actions of
the transmission session, in order to construct the modified
matrix G

′

2×4. Accordingly, G
′

2×4,UB
1

and G
′

2×4,UB
2

represents
the results of the transmission session spanning from UA1 and
UA2 to UB1 as well as from UA1 and UA2 to UB2 , respectively.
It was shown in [32] that a larger transfer matrix associated
with a more complex network coding scheme characterised by
the transfer matrix G4×8, G8×16, or larger, results in a more
powerful network coding scheme. Naturally, this comes with
the cost of requiring a more complex NC scheme at each user6

in the NC-CQKD-FSO system of Fig. 2.
We adopt the conventional C mode [34] of the network-

6A similar transmission protocol can be used for the direction spanning
from group B to group A, hence both a network-coding encoder and decoder
are required at each user in the NC-CQKD-FSO system of Fig. 2.

coding codec, where no adaptive mechanism is activated
during the cooperative phases and where the network-code
decoding process is triggered at the end of the cooperative
phases of the transmission session. Accordingly, the outage
probability of the transmission between7 a user in group A
and a user in group B is bounded by [33]

PNCSD ≤ Ω +

(
E + F

F

)(
PSUSD

)M+k2
(1− PSUSD )

1− PSUSD − E
F+1P

SU
SD

1−RMo
1−Ro︸ ︷︷ ︸

=PNC
SD,upper

, (47)

7Due to the symmetry of the NC-CQKD-FSO system, the outage probability
of the transmission in the direction from a user in group A to a user in group
B is equal to that for the inverse direction. Hence, we have PNCSD = PNCSD .
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PNCSD ≥

(
E+F
F

) (
PSUSD

)F+1
[(

PSU
SD

E+F

)Mk1
−
(
1− PSUSD

)Mk1

]
(
1− PSUSD

)1−M ( PSU
SD

E+F + PSUSD − 1
)

︸ ︷︷ ︸
=PNC

SD,lower

, (48)

where we have E = (Mk1 − 1), F = Mk2 and R0 = (1 −
PSUSD )(PSUSD )k2−1, while the term Ω of Eq. (47) is given by

Ω =

[(
k1 + k2 − 1

k2

)
−
(
E + F

F

)] (
PSUSD

)M+k2 (
1− PSUSD

)
1− PSUSD − E

F+1P
SU
SD

. (49)

It is important to note that Eq. (47) and Eq. (48) hold when
the outage of all the wireless transmission link occurs with
the same probability PSUSD . This condition can be achieved,
when the distance between the users is the same, while the
same transmit power is applied for the wireless transmission
links of all users. Alternatively, a power control mechanism
may be employed for maintaining a similar SNR value at the
receiving party of each wireless transmission link.

The estimated PNCSD is especially useful for assisting the
design process of large-scale multi-user NC-CQKD-FSO sys-
tems, for example M = 8, 80 or higher, as illustrated in Fig. 6.
Accordingly, the upper bound of Eq. (47) may be used for
predicting the worse-case scenario, while the lower bound of
Eq. (48) may be used as actual values of PNCSD for large-scale
multi-user NC-CQKD-FSO systems.
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Fig. 6: The outage probability of the network coding assisted
wireless public channels in the multi-user NC-CQKD-FSO
system, for M = 2, 4, 8, 80 user pairs, when employing an
idealised capacity-achieving channel coding scheme having a
coding rate of R = 0.5 operating exactly at the Continuous-
Input Continuous-Output Memoryless channel’s (CCMC) ca-
pacity.

IV. PERFORMANCE AND ANALYSIS

In this section, we first characterise the outage probability,
the BER and the key-rate of our QKD system, in order to
further highlight benefits of the NC-CQKD-FSO system over
the SU-QKD-FSO system.

Parameters Values
Altitude-dependent refractive index C2

n = 10−15 m−2/3

Wavelength λ = 1550× 10−9 meter
Extinction coefficient α = 0.443 dB/km
Transmit aperture diameter d1 = 0.1 meter
Receive aperture diameter d2 = 0.1 meter
Photo-detector efficiency η = 0.5
Network coding scheme G2×4,G4,G8×16

Network coding mode Convention C mode
Channel coding scheme ’CCMC-achieving’

TABLE IV: Main parameters of the NC-CQKD-FSO system
used.

A. BER Performance Evaluation

Let us first compare the BER-performance bounds, namely
BERSUupper given in Inequality (23) for the SU-QKD-FSO
system and BERNCupper defined in Eq. (25) for the NC-
CQKD-FSO system to BERSU and BERNC , which were
obtained by Monte-Carlo simulations based on the param-
eters listed in Table IV. As seen in Fig. 7, the BER
bounds of BERSUupper and BERNCupper are matched closely
the simulated BER curves of BERSU and BERNC . As
readily seen from Eq. (23) and Eq. (25), the values of
PSUbasis−error−SD = PSUbasis−error−DS = or in short PSUSD and
of PNCbasis−error−SD = PNCbasis−error−DS or in short PNCSD

have a dominant impact on the approximation of the upper
bounds, hence the gap between the bounds and the simulated
values is proportional to the values of PSUSD and PNCSD . The gap
can be seen in Fig. 7, where PSUSD =

{
10−1, 2× 10−1

}
8 is

satisfied by each of the wireless transmission links in both
the SU-QKD-FSO and the NC-CQKD-FSO system. Recall
from Fig. 6, where we have PSUSD >> PNCSD , that the gap
between the bound marked by the square and the simulated
curve marked by the stars associated with the NC-CQKD-
FSO system in Fig. 7(b) is smaller than that marked by the
dot and the cross pertaining to the SU-QKD-FSO system
in Fig. 7(b). As a result, the bound BERNCupper may be
used for representing the realistic BER-performance BERNC

estimated by simulations, namely the BER-performance of the
NC-CQKD-FSO system.

B. Improvement in BER performance

Let us adopt the power control mechanism mentioned in
Section III-D, which allows both the SU-QKD-FSO and NC-
CQKD-FSO systems to meet a certain SNRr threshold at
the receiver of the wireless transmission. This results in
guaranteeing that the outage probability PSUSD is better than,
namely PSUSD = {10−1, 10−2, 10−3, 10−4}.

As seen in Fig. 8, a significant BER-performance improve-
ment can be attained by activating the network-coding codec
of the NC-CQKD-FSO systems over that of the SU-QKD-
FSO using no network-coding. When calculating the ratio
Φ = BERSU/BERNC between the corresponding BER
values of both systems at a given transmission range, of say
L = 0.5 km, the maximum BER reduction in terms of Φ is

8The value of PSUSD in Fig. 7 was specifically chosen for the sake of
providing a clear presentation.
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Fig. 7: Comparison between the BER-performance bounds given in Inequality (23) for the SU-QKD-FSO system and in
Inequality (25) for the NC-CQKD-FSO system to those obtained by Monte-Carlo simulations using the parameters listed in
Table IV.

approximately at Φ = 2000 for the case of PSUSD = 10−1 in
Fig. 8(a), Φ = 200 for the case of PSUSD = 10−2 in Fig. 8(b),
Φ = 20 for the case of PSUSD = 10−3 in Fig. 8(c), and Φ = 3
for the case of PSUSD = 10−4 in Fig. 8(c). It may also be seen
in Fig. 8 that in order to reach the maximum possible BER-
improvement at a minimum system complexity, a suitable
network coding scheme should be used. More specifically, the
G8×16-based network coding scheme has to be used for the
case of having PSUSD = 10−1, as seen in Fig. 8(a). By contrast,
using less complex G2×4-based network coding scheme is
sufficient for PSUSD = 10−4, as seen in Fig. 8(d).

C. Improvement in Key Rate Performance

The benefits of employing the NC-CQKD-FSO system can
be clearly seen from the key rate KR improvements, as
well as from the key rate per pulse gains, as it transpires
from Eq. (27). As seen in Fig. 9 that the powerful network
coding scheme relying on G8×16 is required for the key rate
performance of the NC-CQKD-FSO to reach its best, which is
equivalent to the key-rate performance of the SU-QKD-FSO
scheme operating over idealised error-free public channels.
This is in line with the BER-performance of Fig. 7(b). As
seen in Fig. 9(a), Fig. 9(b) Fig. 9(c), when the transmission
range L increases, KRpP value portrayed in Fig. 9(a) and
the KR value seen in Fig. 9(b) are reduced for all the QKD
systems under investigation. It is also suggested that the key
rate improvement seen in Fig. 9(c) of the NC-CQKD-FSO
over that of SU-QKD-FSO also decreases upon increasing
distance L. However, we observe a steady improvement of
approximately 55%, when comparing the KRpP or KR of the
NC-CQKD-FSO to those of the SU-QKD-FSO system, as seen

in Fig. 9(d). The benefits in the key rate KR improvements
or in the transmission range L increase may be exploited in
the scenarios, where the NC mechanism is activated in the
system, when a user requires a higher key rate or moves out
of the good transmission range.

V. CONCLUSIONS

We have considered realistic error-prone public wireless
channels in the context of quantum key distribution (QKD)
systems relying on an FSO link. Explicitly, we proposed NC-
CQKD-FSO Systems, where our network-coded cooperative
systems have been shown to provide a three orders of magni-
tude BER-performance improvement or up to 55% higher key
rates in the scenarios investigated.
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