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ABSTRACT This paper studies the physical layer security in visible light communications (VLC)
networks with multiple users when there is a single wiretap eavesdropper. In particular, we investigate
different designs of artificial noise (AN)-aided precoding scheme to improve the secrecy performance in
terms of legitimate users and eavesdropper’s signal-to-interference-plus-noise ratios (SINRs). To guarantee
fair performance among users, the purpose of the AN-aid precoding designs is to solve the max-min fairness
SINR problem among legitimate users for two different scenarios: unknown and known eavesdropper’s
channel state information (CSI) at the transmitters. In the former case, we adopt the traditional null-
space AN scheme and then study the impact of the AN power on the fairness performance. In the case
of known eavesdropper’s CSI, the AN-aided precoding is designed in such a way that it keeps the SINR
of the eavesdropper below a predefined threshold. Furthermore, we also study specific cases of AN-aided
design with the zero-forcing (ZF) technique and compare its performance with the general one. In both
designs, numerical results show that significant gaps between users’ and eavesdropper’s SINR can always
be achieved, thus guaranteeing a high secrecy performance. It is also observed that while the general design
outperforms the ZF one in terms of users’ SINRs, it does not degrade the eavesdropper’s channel quality as
much as the ZF design does, especially in the low transmit power region.

INDEX TERMS multi-user VLC, physical layer security, artificial noise, linear precoding.

I. INTRODUCTION

Recent advances in solid-state lighting has enabled high
speed visible light communications (VLC), which is re-
garded as a promising complement to the existing wireless
technologies. The immunity of visible light signal to other
electromagnetic sources makes VLC suitable for indoor ap-
plications. Due to the widespread utilization of light-emitting
diodes (LEDs), it is conceivable that VLC will also play an
important role in the future ubiquitous networking [1], [2].

In order to provide a sufficient and uniform illumination
over a target plane, indoor lighting systems usually require
deployment of multiple LED arrays (LED fixtures). Since
each LED array can act as a transmitting device, this config-
uration inherently creates the multiple-input multiple-output
(MIMO) transmission scheme, which, by means of spatial
multiplexing, considerably improves the data rate for VLC

systems [3]–[7]. On one hand, due to the broadcast nature of
visible light, VLC can be categorized as broadcast systems,
which are capable of serving multiple users. As a result, there
has been an increasing interest in studying multi-user MIMO-
VLC broadcast systems over the past few years [8]–[10]. On
the other hand, the broadcast nature of visible light signal
presents a challenge in guaranteeing secure communications
in the presence of unauthorized users. That is, any users
within the illuminated area can gain accessibility of the trans-
mitted signal, thus making eavesdropping a possible threat.
Traditionally, the security of data transmission is performed
at network and transport layers by means of key-based cryp-
tographic techniques. In addition to security at upper layers,
security at the physical layer (also known as physical layer
security) has been emerging as a new approach to deal with
eavesdropping. In his foundational work on physical layer
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security, A. D. Wyner introduced the concept of wiretap
channel, which consists of a transmitter, a legitimate user
and an eavesdropper [11]. Then, the main concern was on
characterizing the secrecy capacity, which is defined as the
maximum reliable information rate at which the transmitted
message cannot be decoded by eavesdroppers regardless of
their computational power and knowledge of the encoding
scheme [12], [13].

In the context of VLC, its inherent MIMO configuration
introduces a spatial degrees of freedom, which can be utilized
in the forms of precoding (i.e., beamforming) and/or artificial
noise (AN) to enhance the secrecy capacity. In particular,
precoding techniques were thoroughly investigated for single
[14]–[16] and multi-user configurations [17] under both per-
fect and uncertain channel state information (CSI) of the
eavesdropper. The authors in [18] studied the secrecy outage
probability (SOP) for a system consisting of multiple random
distributed eavesdroppers. Based on the same performance
metric (i.e., SOP), the work in [19] investigated the use of
non-orthogonal multiple access (NOMA) in multi-user multi-
eavesdropper VLC systems. Most recently, a comprehensive
analysis on the secrecy capacity of the traditional VLC
wiretap channel (i.e., one transmitter, one legitimate user and
one eavesdropper) has been reported in [20]. As for the AN
approach, to the best of our knowledge, all previous studies
focused on the single legitimate user configuration only.
Specifically, in [21] and [22], the AN was generated by a set
of LED transmitters to jam the eavesdropper’s channel. The
rest of the LED transmitters were then used for transmitting
the information-bearing signal to the legitimate user. On the
other hand, the AN could also be added to the precoded
information-bearing signal as studied in recent works [23],
[24]. The combined signal was then transmitted by all LED
transmitters. This approach (known as AN-aided precoding)
involves precoding designs for the AN and the information-
bearing signals.

Due to the lack of the AN design approach for physical
layer security in multi-user VLC wiretap channels, we at-
tempt to fill this gap in this paper. It is known that the modu-
lating signal in VLC is subject to amplitude constraint, which
makes characterizing the channel capacity a challenging task
[26]. In fact, closed-form expressions for the capacity of an
amplitude constrained channel are not available. The AN-
aided precoding design with respect to the secrecy capacity
would be cumbersome, especially in the case of multiple
users. In this paper, we therefore investigate an alternative ap-
proach for the AN-aided precoding design in multi-user VLC
wiretap channels by considering the QoS-based perspective.
In the conference version of the paper [25], we studed
the problem of max-min fairness signal-to-interference-plus-
noise ratio (SINR) among multiple legitimate users under
the presence of an eavesdropper whose CSI can be either
known or unknown to the transmitters. In the case of un-
known eavesdropper’s CSI, the AN was designed to lie in the
null space of users’ channel matrices. We then investigated
the impact of the AN noise power on the performances of

users and the eavesdropper. In case the eavesdropper’s CSI
is available, the AN-aided precoding was designed taking
into account a constraint that the eavesdropper’s SINR is
kept below a predefined threshold. In addition to the general
design, in this paper, a specific design, which adopts the zero-
forcing (ZF) technique as the underlaying precoding scheme
for legitimate users, is also investigated. A comprehensive
comparison between the performances of general and ZF
designs is then given.

The rest of the paper is structured as follows. In Section II,
a multi-user VLC wiretap channel together with AN-aided
precoding models are described. Section III investigates the
general AN-aided precoding designs for two cases of known
and unknown eavesdropper’s CSI. A specific design using ZF
precoding scheme is presented in Section IV. Representative
numerical results are presented in Section V. Finally, we
conclude the paper in Section VI.

Notation: The following notations are used throughout the
paper. R and E[·] are the set of real-valued numbers and the
expected value operator, respectively. Bold upper case letters
denotes matrices, e.g., A while the transpose of A is written
as AT . ‖·‖1 and ‖·‖F are the L1 norm and the Frobenius
norm, respectively. IN denotes the identity matrix of size N ,
en is the all zero vector with the n−th element being 1, 1N is
the all one vector of size N , 0M×N is all zero matrix of size
M ×N . Finally, A⊗B and A ◦B represent the Kronecker
and the Hadamard products of matrices A and B.

II. MULTI-USER WIRETAP VLC CHANNEL MODEL
A. VLC CHANNEL MODEL
As illustrated in Fig. 1, we consider in this paper a multi-user
VLC broadcast network, which consists of NT LED arrays
acting as the transmitters,K non-cooperative legitimate users
and an eavesdropper. Assume that users and the eavesdropper
are equipped with a photodiode (PD). In practice, most
LED sources have Lambertian beam distribution where the
emission intensity is given by

L(φ) =
l + 1

2π
cosl(φ), (1)

where φ is the angle of irradiance and l is the order of
Lambertian emission determined by the semi-angle for half
illuminance of the LED Φ1/2 as l = − log(2)

log(Φ1/2) [27]. If
we denote hn,k as the light-of-sight (LOS) channel response
coefficient between the n−th LED array and the k−th legit-
imate user, it is given by

hn,k=


Ar

t2n,k
L(φ)Ts(ψn,k)g(ψn,k)cos(ψn,k) , 0≤ψn,k≤Ψ,

0 , ψn,k > Ψ,
(2)

where Ar and tn,k are the active area of the PD and the
distance from the LED array to the user, respectively [27].
Ψ denotes the optical field of view (FOV) of the PD, ψn,k is
the angle of incidence and Ts(ψn,k) is the gain of the optical
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Figure 1: A geometrical configuration of a multi-user VLC
network with an eavesdropper.

filter, whereas g(ψn,k) is the gain of the optical concentrator
and given by

g(ψn,k) =


κ2

sin2 Ψ
, 0 ≤ ψn,k ≤ Ψ,

0 , ψn,k > Ψ,
(3)

where κ is the refractive index of the concentrator.

B. AN-AIDED PRECODING MODEL
Let dk ∈ R be the data symbol drawn from pulse amplitude
modulation (PAM) that is intended to the k−th user and
d =

[
d1 d2 . . . dK

]T ∈ RK×1 be the data vector of
legitimate users. Without loss of generality, suppose that dk
is zero mean and is normalized to the range of [−1, 1]. At the
n−th LED array transmiter, the information-bearing signal
sn is generated from a linear combination of the data vector
and a precoding matrix Vn =

[
wn,1 wn,2 . . . wn,K

]
∈

R1×K as

sn = Vnd. (4)

In what follows, the AN-aided precoding models are ex-
plicitly described for two scenarios: unknown and known
eavesdropper’s CSI at the transmitters.

1) Unknown Eavesdropper’s CSI
When the eavesdropper’s CSI is not available at the trans-
mitters, the AN should be designed in such a way that it
is orthogonal to the information-bearing signal. By doing
so, the AN would not interfere the legitimate users but
potentially degrades the eavesdropper’s channel. Let Hk =[
h1,k h2,k . . . hNT ,k

]
∈ R1×NT be the channel matrix

of the k−th user, and H =
[
HT

1 HT
2 . . . HT

K

]T ∈
RK×NT be the aggregate matrix of all legitimate users.
Assume that H is full row-rank and let G is an orthonormal
basis for the null-space of H. According the rank-nullity

theorem, rank(H) + dim(G) = NT . Since rank(H) = K,
G has a dimension of (NT −K). It can obviously seen that
this AN design is not feasible when NT ≤ K. Throughout
this paper, we thus assume that NT > K. Denote z =[
z1 z2 . . . zNT−K

]T ∈ R(NT−K)×1 as the AN noise
vector, which is added into the information-bearing signal sn.
It is also assumed that each element zi is zero mean and is
normalized to [−1, 1]. The broadcast signal at the n−th LED
array can be written as

xn = sn + ρnGnz, (5)

where Gn ∈ R1×(NT−K) is the n−th row vector of the
orthonormal basic G and ρn is a constant, which controls
the amplitude of the AN signal at the n−th LED transmitter.
It is seen that xn can take on negative values, which are not
valid for the intensity modulation/direct detection (IM/DD)
used in VLC systems. Thus, a DC-bias should be added into
xn to ensure that it is non-negative, i.e.,

un = xn + IDC
n ≥ 0, (6)

where IDC
n is the DC-bias for the n−th LED array. As

E[d] = 0 and E[z] = 0, the signal xn does not affect
the average illumination level of the LED arrays. Instead,
it is uniquely determined by the DC-bias IDC

n . If we define
Ps =

[
P s1 P s2 . . . P sNT

]T
as the transmitted optical

vector of the LED arrays whose element P sn = ηun is the
transmitted power of the n−th LED array with η being the
LED conversion factor, the received optical signal at the k−th
user can be written as

P sk = HkP
s
k. (7)

Let us define u =
[
u1 u2 . . . uNT

]T
and IDC =[

IDC
1 IDC

2 . . . IDC
NT

]T
as the transmitted signal vector

and the DC-bias vector, respectively. The received electrical
signal is then given by

yk = γP rk + nk = γηHku + nk

= γη

HkWkdk + Hk

K∑
i=1,i6=k

Widi + HkI
DC


+ nk, (8)

with Wk =
[
w1,k w2,k . . . wNT ,k

]T
being the precod-

ing matrix for the k−th user, γ being the PD responsivity. The
receiver noise nk is assumed to be additive white Gaussian
noise (AWGN) with zero mean and variance σ2

k given by [3]

σ2
k=2γeP rkB+4πeArγχamb(1−cos(Ψ))B+i2ampB, (9)

where e is the elementary charge, B denotes the system
bandwidth and P rk = E [P rk ] = ηHkI

DC is the average
received optical power at the k−th user. i2amp is the pre-
amplifier noise current density, χamb is the ambient light
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photocurrent. After removing the DC current term HkI
DC by

AC coupling, the received signal can be written by

yk = γη

HkWkdk + Hk

K∑
i=1,i6=k

Widi

+ nk. (10)

Similarly, the received electrical signal at the eavesdropper is
given by

ye = γη

(
He

K∑
i=1

Widi + He (ρρρ ◦G) z

)
+ ne, (11)

where He is the channel matrix of the eavesdropper and ρρρ =[
ρ1 ρ2 . . . ρNT

]T
.

2) Known Eavesdropper’s CSI
In case the eavesdropper’s CSI is available at the transmitters,
the AN is not necessary to be orthogonal to the information-
bearing signal. By knowing eavesdropper’s CSI, the trans-
mitters optimally design the AN to meet the requirements on
users’ SINRs while keeping the SINR of the eavesdropper
below a pre-described threshold. In this case, let us denote
z̃ =

[
z̃1 z̃2 . . . z̃NT

]T ∈ RNT×1 as the AN noise vector
and G̃ ∈ RNT×NT as its precoder, which can be an arbitrary
matrix. Similar to the case of unknown eavesdropper’s CSI,
each element z̃i of z̃ is assumed to be zero mean and normal-
ized to [−1, 1]. The received signals at the k−th user and at
the eavesdropper are then expressed by

yk=γη

HkWkdk+Hk

K∑
i=1,i6=k

Widi+HkG̃z̃

+nk,

(12)

and

ye = γη

(
He

K∑
i=1

Widi + HeG̃z̃

)
+ ne, (13)

respectively.

C. OPTICAL POWER CONSTRAINT
Following the arguments described [10], to guarantee nor-
mal operations of the LEDs and ensure energy efficiency,
the drive current un must be constrained within the range
[0, Imax], where the output optical power increases linearly
with an increase in the drive current as illustrated in Fig. 2.
The constraint is reflected in the following inequalities

0 ≤ xn + IDC
n ≤ Imax. (14)

For the case of unknown eavesdropper’s CSI, since |di| ≤ 1
and |zi| ≤ 1, we get

−
(
‖Vn‖1+ρn‖Gn‖1

)
≤xn≤

(
‖Vn‖1+ρn‖Gn‖1

)
. (15)

With respect to the precoding matrix Wk and to ensure both
(14) and (15), the following constraint should be imposed

K∑
i=1

‖[Wk]n‖1 + ρn‖Gn‖1 ≤ ∆n, (16)

0 
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Figure 2: Nonlinear LED transfer characteristic.

with ∆n = min
(
IDC
n , Imax − IDC

n

)
and [Wk]n being the n-th

row vector of Wk.
Similarly, in the case of known eavesdropper’s CSI, we

have the following constraint on precoders design

K∑
i=1

‖[Wk]n‖1 + ‖G̃n‖1 ≤ ∆n, (17)

where G̃n is the n−th row vector of G̃.

III. GENERAL AN-AIDED PRECODING DESIGNS
A. UNKNOWN EAVESDROPPER’S CSI
It is known that the uniform distribution is the maximum
entropy probability distribution for a random variable under
no constraint other than it is contained in the distribution’s
support [28]. Hence, to maximize users’ SINRs as well as
the interference caused by the AN at the eavesdropper, let us
assume that dk and zk are both uniformly distributed over
[−1, 1]. From (10) and (11), the SINR of the k−th legitimate
user and the eavesdropper are then given by

SINRk =
θ2 |HkWk|2

θ2
K∑

i=1,i6=k
|HkWi|2 + σ2

k

, (18)

and

SINRe,k =
θ2 |HeWk|2

θ2
K∑

i=1,i6=k
|HeWi|2 + θ2 ‖He (ρρρ ◦G)‖2F + σ2

e

,

(19)

respectively, where θ = 1√
3
γη. Note that SINRe,k is the

SINR of the eavesdropper corresponding to the data symbol
dk it eavesdrops on the k−th user. In the considered system
with K users, there are thus K values of the eavesdropper’s
SINRs for users’ data symbols. Since He is unknown to
the transmitters, the precoding matrices Wk are designed
to solve the legitimate user SINR max-min fairness problem
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regardless of the eavesdropper’s SINR. The problem is for-
mulated as follows
P1 : maximize

Wk

min
k

SINRk

subject to
K∑
i=1

‖[Wk]n‖1+ρn ‖Gn‖1≤∆n.
(20)

To ensure the feasibility of P1, ρn’s should be chosen to
satisfy the inequality constraints. In principle, ρn’s are set
individually depending on the AN power allocated in each
LED transmitter. In fact, setting ρn’s individually can further
improve the secrecy performance. For example, maximum
AN power should be allocated to transmitters, which do not
associate with any users. By doing so, the chance of degrad-
ing the eavesdropper’s channel by AN can be considerably
higher. However, for the sake of simplicity, we assume that
ρn’s are equal (i.e., ρi = ρj = ρ). Then, one can set
ρ = pmin ∆n

max‖Gn‖1 , where ρ (0 ≤ ρ ≤ 1) is a constant which
controls the amplitude of the AN in the sense that the larger
the p is, the higher the AN amplitude (i.e., power) becomes.
By introducing a slack variable t, P1 can be rewritten as

P2 : maximize
Wk,t

t

subject to
|HkWk|2

K∑
i=1,i6=k

|HkWi|2 + σ′2k

≥ t

K∑
i=1

‖[Wk]n‖1 ≤ ∆ρ,n,

(21)

where σ′2k = σ2
k/θ

2 and ∆ρ,n = ∆n − pmin ∆n

max‖Gn‖1 ‖Gn‖1.
It can be seen that the first constraint of P2 is not convex,
thus the problem is difficult to solve. A standard approach to
handle the problem is to reformulate it to a convex optimiza-
tion for a fixed t and then using the bisection method to solve
the reformulated problem. Following the same procedure
in [29], let W =

[
W1 W2 . . . WK

]
∈ RNT×K ,

w = vec(WT ), and IkK be the matrix obtained from the
identity matrix of size K by setting the (k, k)−th element
be zero. Now, for a fixed value of t, we solve the following
feasibility problem

P3 : find w

subject to ‖Bkw+σσσ′k‖F ≤
1√
t
Hk(INT

⊗eTk )w

− a ≤ w ≤ a,

Ua ≤∆∆∆ρ,
(22)

where Bk =

[
Hk ⊗ IkK
01×NTK

]
, σσσ′k =

[
01×K σ′k

]T
, U =

INT
⊗ 1TK , ∆∆∆ρ =

[
∆ρ,1 ∆ρ,2 . . . ∆ρ,NT

]T
, and a =[

a1 a2 . . . aNTK

]T
is a new optimization variable. The

above problem is a second-order cone program (SOCP) [32],
which is convex and can be solved efficiently using off-
the-self optimization packages [34], [35]. The optimal t is

the maximum value for which w exists and satisfies the
constraints in P3. Therefore, the optimal value of t can be
found by bisection algorithm as described in detail in [29].
The algorithm is presented here for the sake of convenience.

Algorithm 1 Bisection algorithm for solving problem P3

1) Estimate channel matrices Hk, He and noise variances
σ2
k, σ2

e .
2) Initialize t1 and t2 (t1 < t2) so that P3 is infeasible

when t = t2 and feasible when t = t1.
3) Initialize a tolerance parameter ε.
while t2 − t1 > ε do

t = (t1 + t2)/2.
Solve the feasibility of P3 by CVX toolbox.
if the problem is feasible then t1 = t.
else t2 = t.
end if

end while
The optimal precoder W∗

k is given by W∗
k = (INT

⊗
eTk )w̃, where w̃ is the last feasible solution to P3 (i.e.,
the solution to P3 for t = t1).

B. KNOWN EAVESDROPPER’S CSI
In this case, the SINRs of the k−th legitimate user and the
eavesdropper are given by

SINRk =
|HkWk|2

K∑
i=1,i6=k

|HkWi|2 +
∥∥∥HkG̃

∥∥∥2

F
+ σ′2k

, (24)

and

SINRe,k =
|HeWk|2

K∑
i=1,i6=k

|HeWi|2 +
∥∥∥HeG̃

∥∥∥2

F
+ σ′2e

, (25)

respectively, where σ′2e = σ2
e/θ

2. Different from the previous
case, since the eavesdropper’s CSI is available at the trans-
mitter, the eavesdropper’s SINR can be controlled by the AN.
Taking into account the eavesdropper’s SINR in the precoder
designs, the max-min fairness problem is then formulated as
follows

P4 : maximize
Wk,G̃

min
k

SINRk

subject to SINRe,k ≤ λk,
K∑
i=1

‖[Wk]n‖1 +
∥∥∥G̃n

∥∥∥
1
≤ ∆n,

(26)

where λk is the maximum allowable SINR threshold imposed
on the eavesdropper for the eavesdropped data symbol dk.
Obviously, problem P4 is more complex than P1 due to ad-
ditional non-convex constraints on the eavesdropper’s SINRs
and the optimization is over both precoding matrices Wk and
G̃. However, the same procedure can be applied to solve the
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P7 : find q(i)

subject to
∥∥∥Bkq

(i) + σσσ′k

∥∥∥
F
≤ 1√

t
Hk

(
INT
⊗ (eTkV)

)
q(i),

∥∥∥Be,kq
(i−1) + σσσ′e

∥∥∥
F

+

[
Be,kq

(i−1)+σσσ′e
]T

Be,k∥∥Be,kq(i−1)+σσσ′e
∥∥
F

(
q(i) − q(i−1)

)
≥ 1√

λk
He

(
INT
⊗ (eTkV)

)
q(i),

− a ≤ q(i) ≤ a,

Ua ≤∆∆∆.

(23)

problem. Similar to the previous case, we transform it to the
following equivalent form

P5 : maximize
Wk,G̃,t

t

subject to SINRk ≥ t,
SINRe,k ≤ λk,
K∑
i=1

‖[Wk]n‖1 +
∥∥∥G̃n

∥∥∥
1
≤ ∆n.

(27)

Next, let us define W =
[
W1 W2 . . . WK

]
, Q =[

W G̃
]
∈ RNT×(NT +K), and q = vec

(
QT
)
. With the

same manner, for a fixed value of t, we solve the feasibility
of the following problem

P6 : find q

subject to ‖Bkq + σσσ′k‖F ≤
1√
t
Hk

(
INT
⊗ (eTkV)

)
q,

‖Be,kq + σσσ′e‖F
≥ 1√

λk
He

(
INT
⊗ (eTkV)

)
q,

− a ≤ q ≤ a,

Ua ≤∆∆∆,
(28)

where Bk =

[
Hk ⊗ IkNT +K

01×NT (NT +K)

]
, Be,k =

[
He ⊗ IkNT +K

01×NT (NT +K)

]
,

V =
[
IK 0K×NT

]
, U = INT

⊗ 1TNT +K , ∆∆∆ =[
∆1 ∆2 . . . ∆NT

]T
, σσσ′k =

[
01×(NT +K) σ′k

]T
, σσσ′e =[

01×(NT +K) σ′e
]T

, and a =
[
a1 a2 . . . aNT (NT +K)

]T
is a new optimization variable. Unlike P3, the above
problem is not convex due to the nonconvexity of the
constraint on the eavesdropper’s SINR. To overcome this
issue, we utilize the convex-concave procedure (CCCP)
to find a local optimal solution [30], [31]. The CCCP
involves an iterative process where at the i−th itera-
tion of the procedure, we approximately linearize the
convex term ‖Be,kq + σσσ′e‖F using its Taylor expan-
sion as

∥∥Be,kq
(i) + σσσ′e

∥∥
F
≈

∥∥Be,kq
(i−1) + σσσ′e

∥∥
F

+
[Be,kq

(i−1)+σσσ′e]
T
Be,k

‖Be,kq(i−1)+σσσ′e‖F
(
q(i) − q(i−1)

)
, where q(i−1) is the

value of q obtained from the previous iteration. As a result, at
each iteration of the procedure, problem P6 is approximated
to a convex optimization problem P7, which is on the top of

this page. The detailed iterative algorithm for solving P6 is
summarized as follows

Algorithm 2 Iterative algorithm for solving problem P6

1: Initialization
1) Estimate channel matrices Hk, He and noise vari-

ances σ2
k, σ2

e .
2) Initialize q(0) to be sufficiently small.

2: Iteration: At the i−th iteration
1) Update q(i) given q(i−1) from previous iteration by

solving problem P7 using CVX toolbox .
2) i = i+ 1.

3: Termination: terminate the iteration when
1)
∥∥q(i) − q(i−1)

∥∥ ≤ ε, where ε = 10−3 is the pre-
defined threshold, or

2) i = L, where L = 10 is the predefined maximum
number of iterations.

IV. AN-AIDED PRECODING DESIGNS USING ZF
In this section, specific designs for the proposed AN-aided
precoding scheme using ZF technique are described. ZF aims
at decoupling the multi-user channel into multiple independ-
ent subchannels, thus simplifies the AN design. Specifically,
ZF precoding constructs the precoder Wi of the i−th user in
such a way that it is orthogonal to channel matrices of other
users, i.e.,

HkWi = 0 ∀k 6= i. (29)

For mathematical connivence, we can express the above
equations in a more compact form as follows

HW =


√
q1 √

q2

. . . √
qK

 = diag{√q}, (30)

where
√
q =

[√
q1
√
q2 . . .

√
qK
]T ∈ R1×K whose

i−th element represents the i−th user’s channel gain. W can
then be written in the following form

W = H−diag{√q}, (31)

where H− is the generalized inverse of H, which can be
any matrix that satisfies HH−H = H. Generally, with the
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assumption that H is full row-rank, any generalized inverses
H− can be expressed by

H− = H† + PQ, (32)

where H† = HT (HHT )−1 is the pseudo-inverse of H, P =
I − H†H is the projection onto the null space of H and Q
is an arbitrary matrix. Then, the general structure of any ZF
precoding matrix W is given by

W =
[
H† + PQ

]
diag{√q}. (33)

With this expression, the AN design problems reduce to
optimization problems with respect to q and the choice of
Q.

A. UNKNOWN EAVESDROPPER’S CSI
With ZF precoding, the SINR of the k−th user is given by

SINRZF
k =

|HkWk|2

σ′2k
=

qk
σ′2k

, (34)

The max-min fairness problem is formulated as

P8 : maximize
Wk

min
k

qk
σ′2k

subject to HW = diag{√q},
K∑
i=1

‖[Wk]n‖1+ρn ‖Gn‖1≤∆n.

(35)

Similar to the case of general design, we assume that ρn’s
are set equally at all LED transmitters. Let us define σσσ′2 =[
σ′21 σ′22 . . . σ′2K

]T
and diag{q′} = diag{q}diag{σσσ′2}

where q′ =
[
q′1 q′2 . . . q′K

]
. Then, P8 can be rewritten

as

P9 : maximize
Wk

min
k

q′k

subject to HW = diag{
√
q′}diag{σσσ′},

‖[W]n‖1 ≤ ∆ρ,n.

(36)

In the above problem, the optical power constraint has been
rewritten with respect to W. Following the similar argument
in [33], we can search the optimal solution of the form q′ =
q′1 for some q′ is optimal. To see this, let W∗ and q∗ be the
optimal solution to P9 and we define new variables q′ = q1

and W = W∗diag
{ [√

q/q∗1 . . .
√
q/q∗K

] }
, where q =

mink q
∗
k. Then, it holds that

HW = HW∗diag
{ [√

q/q∗1 . . .
√
q/q∗K

] }
= diag{

√
q∗}diag{

√
σσσ}diag

{ [√
q/q∗1 . . .

√
q/q∗K

] }
= diag{

√
q′}diag{

√
σσσ}, (37)

and∥∥[W]n
∥∥

1
=
∥∥∥[W∗diag

{ [√
q/q∗1 . . .

√
q/q∗K

] }]
n

∥∥∥
1

≤
∥∥[W∗]n

∥∥
1
, (38)

since q/q∗k ≤ 1 for all k. That is, W and q′ are also feasible
and offer the same objective. We thus can reduce P9 to

P10 : maximize
q′≥0,Q

q′

subject to
√
q′σ2

n

∥∥∥∥[H† + PQ
]
n

∥∥∥∥
1

≤ ∆ρ,n.

It is easy to see that the optimal solution q′opt is given by

q′opt = minn
∆2
ρ,n

σ′n ‖[H† + PQ]n‖
2

1

, (39)

where Q is the solution to

P11 : minimize
Q,t

t

subject to σ′n
∥∥[H† + PQ

]
n

∥∥2

1
≤ t.

It can be seen that the above problem is a linear program-
ming, which has been well studied in literature and can be
solved efficiently using off-the-self optimization packages.

B. KNOWN EAVESDROPPER’S CSI
In this case, the SINR of the k− user is simplified as

SINRZF
k =

|HkWk|2∥∥∥HkG̃
∥∥∥2

F
+ σ′2k

. (40)

Since ZF is only applied to legitimate users, the expression
for the SINR of the eavesdropper is the same to that in (25).
The max-min fairness problem is then given by

P12 : maximize
Wk,G̃

min
k

SINRZF
k

subject to SINRZF
e,k ≤ λk,

HiWk = 0 ∀k 6= i,
K∑
i=1

‖[Wk]n‖1+
∥∥∥G̃n

∥∥∥
1
≤∆n,

(41)

It can be seen that it is difficult to handle the above problem
by using of the expression in (33) due to the involvement
of G in both objective function and constraints. Instead, we
follow the same procedure as in the case of the general design
described in Section III. B to reformulateP11 to a convex op-
timization problem. With the same variable transformations
as in P6, we solve the feasibility of the following problem

P13 : find q

subject to ‖Bkq + σσσ′k‖F ≤
1√
t
Hk

(
INT
⊗ (eTkV)

)
q,

‖Be,kq + σσσ′e‖F
≥ 1√

λk
He

(
INT
⊗ (eTkV)

)
q,

Hk

(
INT
⊗ (eTi V)

)
q = 0, ∀k 6= i,

− a ≤ q ≤ a,

Ua ≤∆∆∆.
(42)

Similar to P6, the CCCP can be used to solve the above
problem.
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Table 1: System Parameters

Room and LED configurations

Room dimension
(Length ×Width × Height) 5 (m) × 5 (m) × 3 (m)

LED array positions array 1 : (−
√

2, −
√

2, 3)
array 2 : (

√
2, −
√

2, 3)
array 3 : (

√
2,
√

2, 3)
array 4 : (−

√
2,
√

2, 3)

LED bandwidth, B 20 MHz

LED beam angle, φ 120◦

(LED Lambertian order is 1)

LED conversion factor, η 0.44 W/A

Receiver photodetectors

PD active area, Ar 1 cm2

PD responsivity, γ 0.54 A/W

PD field of view (FOV), Ψ 60◦

Optical filter gain, Ts(ψ) 1

Refractive index of the concentrator, κ 1.5

Other parameters

Ambient light photocurrent, χamp 10.93 A/(m2 · Sr)

Preamplifier noise current density, iamp 5 pA/Hz−1/2

V. NUMERICAL RESULTS AND DISCUSSIONS
In this section, numerical results are presented to demonstrate
the performances of the two AN-aided precoding designs
presented in previous sections. The geographical configur-
ation of the considered system, which consists of 4 LED
arrays, is shown in Fig. 1. We assume that legitimate users
and the eavesdropper are located on a receive plane, which
is 0.5 m above the floor. For the position specification, a
Cartesian coordinate system whose the origin is the center
of the floor is used. In addition, all simulation results are ob-
tained by averaging 5, 000 different channel realizations (i.e.,
5, 000 different positions of legitimate users and eavesdrop-
per uniformly placed on the receive plane). For the sake of
conciseness, simulation results are illustrated for the case of
2 legitimate users. Furthermore, assume that the DC-bias IDC

n

are the same for all LED arrays (i.e., IDC
i = IDCj = IDC

0 ).
Unless otherwise noted, the parameters of the room, LED
arrays and optical receivers are given in Table 1.

For the case of unknown eavesdropper’s CSI, Fig. 3
presents the SINR performances of legitimate users and the
eavesdropper with respect to the AN power adjusting factor
ρ. The average LED array power P0 = µIDC

0 is set to 35
dBm. As we showed in Section IV.A that the ZF design
has the optimal solution where users’ SINR are equal. It
also holds in the case of general design as numerically
illustrated in the figure. We also observed that significant
gaps between users’ and eavesdropper’s SINRs are achieved
in both designs, thus ensuring high secrecy capacity perform-
ances. For example at ρ = 0.9, the performance gaps are 40
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Figure 3: SINR performances of legitimate users and the
eavesdropper versus ρ: unknown eavesdropper’s CSI.
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Figure 4: SINR performances of legitimate users and the
eavesdropper versus average LED array power: known eaves-
dropper’s CSI.

dB and 36 dB in case of general and ZF designs, respectively.
In Fig. 4, the fairness performances versus average LED

transmit power are illustrated. The AN power adjusting factor
ρ = 0.5 is set. It is seen that the general design, which
optimizes users’ SIRNs output, outperforms the ZF one,
especially at lower transmit power. At high transmit power
regimes, the performance of the ZF design approaches that
of the general one. This reflects the fact that ZF precoding
achieves good performance at high transmit power [33]. It is
also seen that the eavesdropper’s SINRs in case of ZF design
are lower than those of the general one at the low transmit
power region. However, they are almost the same when the
LED transmit power increases.

For the case of known He, Fig. 5 depicts the max-min
fairness performances in accordance to the average LED
transmit power for different values of eavesdropper’s SINR
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Figure 5: SINR performances of legitimate users and the
eavesdropper versus average LED array power: known eaves-
dropper’s CSI.

threshold, λ = −5 and −10 dB. Similar to the case of un-
known He, we also observed significant gaps between users’
and eavesdropper’ SINR in both general and ZF designs.
Interestingly, while the eavesdropper’s SINRs are kept almost
constant in case of general design, they increase according to
an increase in the transmit power in case of ZF design.

VI. CONCLUSIONS
The paper studied AN-aided precoding designs for multi-user
MISO-VLC broadcast systems with the presence of an eaves-
dropper. In case the eavesdropper’s CSI is not available, the
AN was designed to lie on the null-space of the users’ chan-
nel. When the eavesdropper’s CSI is available, the design
aimed at limiting the eavesdropper’s SINR below a certain
threshold. A specific AN design, which utilizes ZF was also
examined. In case of unknown eavesdropper’s CSI, numer-
ical results showed that, for the both designs (i.e., general
and ZF), significant gaps between users’ and eavesdropper’s
SINR were achieved. In case of known eavesdropper’s CSI
and general design, it was observed that, the eavesdropper’
SINRs were kept almost constant regardless of the transmit-
ted power. In case of ZF design, the eavesdropper’s SINR
increased in accordance to an increase of the transmitted
power. Similar to the case of unknown eavesdropper’s CSI,
both designs provided a sufficient secrecy level.
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