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ABSTRACT

Article describes the mechanism which provides access control
to video fragments broadcast by the video stream server. Paper
present architecture of the developed video materials provision
system and principal components of the system. Approaches
which can be applied in case of implementation of the above
mechanism taking into account use as the broadcasting server of
the commercial solution Wowza Streaming Server are
described. Own mechanism of fragments video protection
presented in this article was designed on the basis of one

Categories and Subject Descriptors

Categories and subject descriptors: C.2.4 [Computer-
communication networks] : Distributed Systems---Distributed
applications; H.5.1 [Information interfaces and presentation] :
Multimedia Information Systems---Video; K.6.5 [Management
of computing and information systems] Security and
Protection---Authentication
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1. INTRODUCTION

As technologies in the sphere of media content broadcasting
advanced, the need for protection of transmitted data became
more urgent. Such a mechanism must allow to do a number of
things, such as controlled access to the provided materials,

users authentication, copy protection, etc. [2] The need for data
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protection may be caused by a number of factors depending on

a specific tasks. One can cite such examples as the need to
protect copyright for the provided materials, control of the
provided materials on a commercial basis (subscriptions), etc.

This article describes one of possible architectural solutions
making it possible to control and monitor access to the
fragments of video materials broadcast with the help of Web-
technologies.

It should be noted that the implemented facilities are intended
for controlling access to the video fragments broadcast in a
VOD mode [1]. This article does not consider so-called
streaming broadcasting.

2. ARCHITECTURE DESCRIPTION OF
THE VIDEO MATERIALS PROVISION
SYSTEM

The system of video materials provision for users includes the
following components.

2.1 Broadcasting server

One of the principal components of the system.

The server provides facilities for delivering video to end users
enabling them to view it "on the fly". Video is provided by
creating so-called broadcasting points: links via which it is
possible to obtain necessary data.

Besides, the broadcasting server is involved in the procedure of
access control to the provided video fragments. For that
purpose, Wowza Media Streaming Server [3] proprietary
software is used as a solution

2.2 Data storage
A component for storing video and subtitling intended for
broadcasting.

2.3 Web server

A component on the basis of Node.js technologies providing
user interface for the procedures of users registration,
authentication, authorization and provision of links to video
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materials. Besides, the web server is involved in access control
alongside with the broadcasting server.

2.4 Database

A document-oriented MongoDb database for storing user data
(emails and hash passwords), video materials metadata (names
and links) and so-called access scenarios (see below for further
discussion).

2.5 User interface

The main component is a HTML5-based [4] Dash.js video
player [5] that can handle the data flows provided by the
broadcasting server, including the MPEG-DASH adaptive
broadcasting technology (a more detailed description of the
video provision protocols, as well as the description of adaptive
broadcasting technology can be found in [6]).

3. VIDEO FRAGMENTS ACCESS
CONTROL SYSTEM

There are several methods of carrying out such control. [7]
Among them are such approaches as splitting the file being
broadcasted into smaller fragments and creating a separate
broadcasting point (and a proprietary broadcasting link) for
each of them with subsequent provision of a certain links set to
a certain user, as well as, in case the media server is provided
with certain functionalities, the control logic implementation
exclusively at the software level. [8]

In view of the fact that the Wowza Media Streaming Server
commercial solution is used in the developed video materials
provision system for which the task of an access control system
is being implemented, as well as in view of the solution
functionalities, we chose the second method.

The functionality provided by the broadcasting server is the
capability of software processing of the received requests for
broadcasting with the utilization of server-side API [9], as well
as the availability of methods permitting to use a set of certain
parameters in the process of broadcasting implementation (in
particular, it is possible to specify the start time and the video
length during its broadcasting). Those methods were used for
the implementation of a proprietary module for the broadcasting
server that expands its basic functionality.

It should be noted that the developed solution focused on
access control implementation is applicable not only to the
Wowza Media Streaming Server but to any broadcasting server

subject to the support of the above functionalities by the latter.

3.1 Implementation

Based on the above, the task of implementing access control of
the provided video fragments boils down to the task of shaping
the “scenarios” of access rights and their application in the
process of the broadcasting procedure realization.

By "scenarios" we mean a set of certain parameters applied to
broadcasting, in particular the parameter determining the
timepoint of the video file from which broadcasting will be
started, as well as the length of the video file fragment in
relation to the starting point (in seconds).

7

These scenarios are stored in the database, a certain key is
assigned to each of them. Scenario structure example:
{id_scenario: ‘some id’ , key ‘some_key’, settings:
{start_time : 0, duration : 300} }. This scenario allows to view
video since the beginning duration of 5 minutes.

The diagram of process receiving a video fragment according to
the rule of access is provided in a figure 1

A user sends request to the web server (1). After the procedure
of authentication (2-3), he gets a list of accessible video and
chooses one of them (4). Web server sends database request for
receiving a scenario key which determinates access rights for
this user to the selected video (5).

Database
1. Users: { 2. Scenarios :
‘user' : login, {iid_scenar :

Video storage
‘password": pass

‘'scenar' : 'key' : key_value,
[{'video_Id' :id_v | ['settings": set_value
,'id_scen' :id_s}]| |}

id_value,

10. Scenario request

A 3. Active_hashes : {
on received hash

'scenar' : id_scenar,
‘status' : status_value,
‘hash'’ : hash_key_value

}

Video stream
server (Wowza)

11. Setting
the parameters to
the video 7. Adding
2. User's 5. Scenario the
data key request  generated
12, Video request hash to a
Sarier 9. Conte{\t database
fesponse reaves Web-Server

6. Starting
‘generate_hash’ function

function generate_hash(key){
var secret = rand();
return Encr_alg(secret+key);

<}1.Auu ication [

3. List of available
videos
4. Video link request/

sending userAidIvideoyidE

8. The link to the selected
video with a hash

Figure 1. Process of receiving a video fragment according to
the access rule

After that random string is generated in a web server, then one
of encryption algorithms is applied to this string and the
scenario key (6) (SHA-1, for example) [10]. The calculated
hash is added to a collection 'Active_hashes' (7). User receives
the link of the selected video and a hash (8) and sends a request
to video stream server (9).

Client

Video stream server receives request and searches this hash in
the 'Active_hashes' collection (10), and, in case the hash is
found, receives the scenario with a set of access parameters (11)
and uses them for broadcasting video stream to user (12). Then
the record which contain the hash is deleted from database.
Thus, a hash can be used only once. The web server creates new
hash for each new request. If outsider will intercept this hash,
he won't be able to obtain data in a case when the user already
sent request to stream server.

4. CONCLUSION

The goal of this paper was to describe one of methods making it
possible to control and monitor access to the fragments of video
materials broadcast. In the course of work principal components
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of the developed system of provision of video materials were
described. Some of possible approaches which can be applied
to the solution of the task access control to video fragments
taking into account use in system of provision of video records
of the commercial software of Wowza Streaming Server are
described. On the basis of the method consisting in use of the
functional capabilities, namely Server-Side API given by the
server of a broadcasting own module in the Java was realized.
This module realizes processing of incoming requests and
applies a set of the parameters, such as start time and duration
of video broadcast to broadcasting depending on the certain
hash-key. The received results are planned to use further in the
developed system of video materials provision.
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